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Mr.  DeConcini  from  the  Select  Committee  on  Intelligence, 
submitted  the  following 

REPORT 

I.  The  Open  Skies  Treaty  and  the  Role  of  the  Senate 
Intelligence  Committee 

The  Open  Skies  Treaty  was  signed  in  Helsinki,  Finland,  on 
March  24,  1992,  and  was  submitted  to  the  Senate  on  August  12, 
1992,  for  its  advice  and  consent  to  ratification.  The  Senate  Foreign 
Relations  Committee  has  formal  responsibility  for  reviewing  all 
treaties  before  they  are  acted  upon  by  the  full  Senate.  The  Senate 
Select  Committee  on  IntelUgence  has  prepared  this  Report  to  sup- 
port the  advice  and  consent  process  by  providing  both  the  Foreign 
Relations  Committee  and  the  Senate  as  a  whole  with  its  assess- 
ment of  the  intelligence  and  security  issues  raised  by  this  Treaty. 

The  Intelligence  Committee,  which  had  been  following  the  Open 
Skies  talks  closely  since  their  inception  in  1989,  held  a  series  of 
three  briefings  for  staff"  in  late  1992.  On  March  4,  1993,  the  Com- 
mittee held  a  closed  hearing  on  the  Treaty  at  which  it  took  testi- 
mony from  Ambassador  Jolm  H.  Hawes,  chief  U.S.  negotiator;  Mr. 
Craig  Chellis,  Acting  Chief  of  the  DCI's  Arms  Control  Intelligence 
Staff;  Mr.  Leo  Hazlewood,  Director  of  the  National  Photographic 
Interpretation  Center;  Major  General  Robert  W.  Parker,  USAF,  Di- 
rector, DoD  On-Site  Inspection  Agency;  Mr.  Ray  W.  Pollari,  Acting 
Deputy  Assistant  Secretary  of  Defense/Counterintelligence  and  Se- 
curity Countermeasures;  and  Brigadier  GeneraJ  Teddy  E. 
Rinebarger,  USAF,  Assistant  Deputy  Director  for  International  Ne- 
gotiations, Strategic  Plans  and  Policy,  the  Joint  Staff. 

The  InteUigence  Committee  sought  and  obtained  from  the  intel- 
ligence community  an  inter-agency  assessment  of  the  likely  infor- 
mation gains  and  losses  resulting  from  the  Treaty.  The  Committee 
also  obtained  an  inter-agency  assessment  of  the  Treaty's  counter- 
intelligence and  security  countermeasures  implications.  Finally,  the 
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Committee  submitted  and  received  answers  to  a  series  of  questions 
for  the  record. 

The  Open  Skies  Treaty  is  not  an  arms  control  treaty  in  the  tradi- 
tional sense.  It  does  not  require  the  destruction  or  Umit  the  capa- 
bilities of  any  weapons  or  other  mihtsiry  equipment.  It  does  not  re- 
quire, therefore,  the  same  sort  of  monitoring  through  National 
Technical  Means  to  determine  other  countries'  compliance  that  one 
finds,  for  example,  in  the  START  Treaty. 

The  observation  flights  that  would  be  conducted  pursuant  to  the 
Open  Skies  Treaty  are  very  similar,  however,  to  cooperative  meas- 
ures for  verification  that  have  grown  out  of  arms  control  treaties. 
Thus,  the  flights  would  be  implemented  by  many  of  the  same  U.S. 
Government  agencies  that  implement  arms  control  verification;  the 
information  collected  by  these  flights  would  have  to  be  analyzed  by 
the  U.S  intelligence  community;  and  the  issues  of  coxinterintel- 
Hgence  and  security  protection  for  U.S.  personnel  and  for  sensitive 
or  proprietary  information  are  similar  to  those  faced  in  various  on- 
site  inspections  for  arms  control  purposes. 

It  is  these  issues  of  implementation  costs  and  benefits  and  of  se- 
curity concerns  and  costs  that  warranted  the  Intelligence  Commit- 
tee's attention  and  are  the  focus  of  this  report.  After  a  short  sum- 
mary of  relevant  Treaty  provisions,  the  report  is  organized  around 
the  following  questions: 

Does  the  Treaty  contain  ambiguities  or  present  monitoring 
difficulties  that  are  likely  to  lead  to  compliance  questions? 

What  information  gains  will  the  United  States  obtain  from 
this  Treaty? 

What  sensitive  or  proprietary  information  might  the  United 
States  lose  as  a  resiJt  of  other  countries'  observation  of  U.S. 
territory  or  overseas  bases? 

How  effectively  will  U.S.  security  precautions  limit  the  po- 
tential loss  of  such  sensitive  or  proprietary  information? 

What  costs  will  be  incurred  in  order  to  implement  the  Trea- 
ty, analyze  the  information  that  is  obtained,  and  protect  U.S. 
security? 
The  Select  Committee  on  Intelligence  approved  this  report  and  a 
longer,  classified  version  by  a  vote  of  sixteen  in  favor,  one  opposed. 

II.  Background  and  Provisions  of  the  Open  Skies  Treaty 
A.  background  and  membership 

In  May  1989,  the  United  States  proposed  negotiations  for  an 
Open  Slaes  agreement,  modeled  on  the  original  Open  Skies  pro- 
posal made  by  President  Eisenhower  in  1955.  Formal  treaty  nego- 
tiations commenced  in  early  1990  but  failed  to  reach  a  conclusion. 
Talks  resumed  in  September  1991.  At  the  November  negotiating 
session,  the  Soviet  Union  abandoned  its  previous  opposition  to 
the  principle  that  all  of  a  nation's  territory  would  be  open  to 
observation. 

By  the  time  the  Open  Skies  Treaty  was  signed  on  March  24, 
1992,  the  Soviet  Union  had  been  dissolved.  The  signatories  were 
the  United  States,  Canada,  four  former  Soviet  republics — Russia, 
Belarus,  Ukraine  and  Georgia — and  19  other  European  countries: 
Belgium,  Bulgaria,  Czechoslovakia,  Denmark,  France,  Germany, 


the  United  Kingdom,  Greece,  Hungary,  Iceland,  Italy,  Luxembourg, 
Netherlands,  Norway,  Poland,  Portugal,  Romania,  Spain  and  Tur- 
key. By  its  terms,  the  Treaty  is  also  open  for  signature  by  the  re- 
maining former  Soviet  repubUcs.  To  date,  Kirghizstan  is  the  only 
additional  signatory. 

In  the  six  months  after  entry  into  force,  any  other  country  that 
participates  in  the  Conference  on  Security  and  Cooperation  in  Eu- 
rope (CSCE)  may  apply  to  join  the  Treaty,  and  may  join  if  no  exist- 
ing Party  objects.  (Sweden  and  Finland  played  active  roles  in  the 
Open  Skies  negotiations  and  are  likely  to  join  the  Treaty.)  At  the 
end  of  the  six  month  period,  all  countries,  including  countries  out- 
side of  Europe,  are  ehgible  to  apply  to  join  the  Treaty,  again  sub- 
ject to  the  absence  of  an  objection  by  any  of  the  existing  Parties. 

B.  OBSERVATION  FLIGHT  QUOTAS 

Article  III  and  Annex  A  of  the  Treaty  set  for  each  State  Party 
a  "passive  quota"  of  observation  flights  that  it  must  be  prepared  to 
accept  from  other  Parties.  This  quota  is  based  roughly  on  country 
size;  Russia/Belarus  (which  is  combined  into  one  "group"  for  Treaty 
purposes;  see  below)  and  the  United  States  would  each  accept  up 
to  42  flights  per  year,  the  largest  quotas  under  the  Treaty.  A 
Partys  "active  quota"  of  permitted  overflights  of  other  Parties  may 
not  exceed  its  passive  quota.  The  allocation  of  flights  over  a  given 
Partys  territory  would  be  determined  annually  through  negotia- 
tions based  on  the  desires  of  the  other  Parties.  NATO  members  ap- 
parently have  agreed  informally  not  to  overfly  each  other  under  the 
Treaty. 

The  Treaty  sets  reduced  quotas  and  specifically  allocates 
overflights  for  the  period  from  the  date  of  entry  into  force  imtil  De- 
cember 31  of  the  following  year.  (The  Treaty  would  enter  into  force 
60  days  after  the  deposit  of  instruments  of  ratification  by  the  Unit- 
ed States,  Russia,  Belarus,  Ukraine,  Hungary,  Canada,  France, 
Germany,  Italy,  Turkey,  the  United  Kingdom,  and  at  least  nine 
other  countries.)  In  this  initial  one-to-two-year  period,  each  Party 
is  allocated  a  passive  quota  of  75  percent  of  the  annual  passive 
quota  designated  in  the  Treaty. 

The  demand  for  overflights  over  NATO  countries  was  such  that 
the  actual  flights  allocated  are  well  below  the  75-percent  ceilings 
(except  for  Greece).  For  example,  the  only  overflights  of  the  United 
States  assigned  are  four  by  Russia/Belarus.  The  Treaty  assigns  28 
overflights  of  Russia/Belarus  for  this  initial  period,  divided  among 
various  Parties,  including  eight  by  the  United  States.  The  United 
States  is  also  assigned  one  joint  flight  (v^dth  Canada)  over  Ukraine. 
The  attached  matrix  shows  all  of  the  initial  overflight  allocations 
specified  in  Section  II  of  Annex  A  to  the  Treaty. 

The  75-percent  rule  would  remain  in  effect  on  an  annual  basis 
until  December  31  of  the  third  year  following  the  year  during 
which  the  Treaty  enters  into  force.  After  the  three-to-four-year  pe- 
riod, the  fiill  quotas  would  take  effect. 

The  division  of  overflights  would  be  subject  to  annual  review.  In 
the  event  that  the  Parties  could  not  agree  on  the  division  of  active 
quotas  with  respect  to  an  observed  country  within  three  weeks,  the 
previous  year's  distribution  of  active  quotas  with  respect  to  that  ob- 
served Party  would  be  retained. 
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To  find  a  country's  observation  flights  over  other  countries,  read  across.  To  find  the 
flights  over  that  country's  territory,  read  down.  The  shaded  area  highlights  the  fact  that 
no  NATO  member  has  asked  to  overfly  the  territory  of  any  other  NATO  member. 


*    Since  Georgia  and  Kirghizstan  did  not  participate  In  negotiating  the  Open  Skies  Treaty, 
they  are  not  reflected  in  the  initial  observation  quotas. 


A  Party  would  be  permitted  to  transfer  all  or  part  of  its  active 
Quota  to  other  Parties.  The  observed  Party  for  a  particular  over- 
night would  have  to  consent  to  the  transfer,  however,  and  no  Party 
would  be  permitted  to  conduct  more  observation  flights  over  the 
territory  of  another  Party  than  a  number  equal  to  the  lesser  of  50 
percent  of  its  total  active  quota  or  50  percent  of  the  other  Part/s 
total  passive  quota. 

Article  III,  Section  II  of  the  Treaty  allows  for  two  types  of 
"groups"  that  two  or  more  Parties  could  form,  within  which  active 
quotas  could  be  redistributed.  Redistribution  within  such  groups 
would  not  be  subject  to  the  approval  of  the  observed  Party,  but  the 
50-percent  rule  described  above  would  apply.  Under  paragraph  2, 
a  group  may  be  formed  that  would  redistribute  only  active  quotas; 
tills  possibility  has  been  discussed  by  members  of  the  Western  Eu- 
ropean Union  (WEU).  Under  paragraph  3,  two  or  more  Parties  may 
aggregate  both  active  and  passive  quotas;  Russia  and  Belarus  have 
formed  such  a  group  for  purposes  of  the  initial  designation  of  quo- 
tas. Article  XIV  of  the  Treaty  makes  Belgium,  the  Netherlands  and 
Luxembourg  a  single  State  Party  (Benelux)  for  all  purposes  other 
than  their  participation  in  the  Open  Skies  Consultative 
Commission. 

Section  III  of  Annex  L  permits  the  Open  Skies  Consultative  Com- 
mission to  "consider  requests"  for  "extraordinary  observation  flights 
over  the  territory  of  a  State  Party  with  its  consent"  from  the  CSCE 
or  "other  relevant  international  organizations."  Extraordinary 
flights  "shall  not  be  counted  against  the  active  or  passive  quotas 
of  the  States  Parties  involved.  The  clear  intent  of  this  provision 
is  to  permit  flights  on  short  notice  (rather  than  through  the  usual 
quota  allocation  process)  to  assure  one  Party  that  a  neighboring 
state  was  not  massing  forces  for  an  attack.  Parties  have  also  dis- 
cussed, however,  the  possible  use  of  this  provision  for  monitoring 
the  effects  of  a  major  disaster  such  as  an  earthquake  or  a 
Chernobyl-like  nuclear  incident. 

C.  PROVISIONS  GOVERNING  THE  OVERFLIGHTS 

An  observed  Party  would  be  required  to  accept  aerial  observation 
of  any  portion  of  its  territory,  subject  only  to  restrictions  based  on 
legitimate  flight  safety  concerns.  Deviations  by  the  observing  Party 
from  flight  plans  are  permitted  only  in  the  event  of  weather  dif- 
ficulties affecting  flight  safety;  aircraft  problems;  medical  emer- 
gency; or  air  traffic  control  instructions  related  to  acts  of  nature. 

An  observing  Party  would  be  required  to  provide  notice  72  hours 
prior  to  the  estimated  arrival  time  in  the  observed  coimtry,  at 
which  time  it  would  provide  a  mission  plan  containing  "all  informa- 
tion necessary  to  file  the  flight  plan"  and  wait  an  additional  24 
hours  before  beginning  the  overflight,  which  would  have  to  be  com- 
pleted within  96  hours  of  the  arrival  time  unless  delays  for  a  dem- 
onstration flight  made  an  extension  necessary.  The  Treaty  des- 
ignates entry/exit  airports  within  each  signatory  country. 

Pursuant  to  Article  IV  and  Annex  D  of  the  Treaty,  aircraft  may 
be  equipped  with  optical,  video,  infrared  line-scanning  and  syn- 
thetic aperture  radar  sensors.  The  Treaty  allows  for  the  possibility 
that  additional  types  of  sensors,  such  as  environmental  sensors, 
could  be  added  sometime  in  the  fiiture  by  unanimous  agreement  of 


the  Parties,  without  the  need  for  formal  amendment  of  the  Treaty. 
Indeed,  the  environmental  sensor  option  is  expUcitly  recognized  in 
the  preamble  to  the  Treaty.  Article  IV  reqmres  that  all  sensors 
used  on  Open  Skies  flights  be  commercially  available  to  all  Treaty 
Parties. 

Open  Skies  flights  would  be  carried  out  by  unarmed,  fixed-wing 
aircraft.  The  observing  Party  could  use  its  own  or  a  third  Party's 
aircraft  unless  the  observed  Party  exercised  its  right  under  the 
Treaty  to  use  the  so-called  "taxi  option,"  i.e.,  to  require  the  observ- 
ing Party  to  use  an  aircraft  provided  by  the  observed  Party.  Air- 
craft provided  by  the  observed  Party  must  meet  Treaty  standards 
for  range  and  ability  to  carry  observers  .and  must  have  sensors  that 
meet  maximum  Treaty-permitted  capabilities.  During  the  first 
three-to-four  years,  however,  such  aircraft  need  have  only  a  single 
panoramic  camera  or  two  freiming  cameras  and  need  not  have  a 
long  range. 

Aircraft  used  for  Open  Skies  flights  would  be  subject  to  inspec- 
tion to  ensure  that  sensors  on  board  were  not  more  capable,  or  of 
a  different  type,  than  those  permitted  by  the  Treaty.  In  the  event 
the  aircraft  was  provided  by  the  observing  Party,  the  observed 
Party  would  be  entitled  to  a  demonstration  flight  of  up  to  two 
hours,  prior  to  the  actual  flight,  to  observe  the  functioning  of  the 
sensors.  In  the  event  the  aircraft  was  provided  by  the  observed 
Party,  the  observing  Party  would  be  entitled  to  such  a  demonstra- 
tion flight.  The  observed  Party  would  also  have  the  right  to  have 
representatives  on  board  during  the  actual  overflight  to  monitor 
treaty  compliance  and  ensure  flight  safety. 

Pursuant  to  paragraph  4  of  Article  DC,  Section  I  of  the  Treaty, 
data  collected  through  Open  Skies  would  be  available  to  the  ob- 
served Party  and,  for  a  fee,  to  aU  other  treaty  Parties.  Principles 
for  determining  this  fee  have  not  yet  been  adopted.  Data  "shall  be 
used  exclusively  for  the  attainment  of  the  purposes  of  this  Treaty," 
a  provision  which  was  adopted  in  part  to  bar  their  transfer  to  ter- 
rorist organizations. 

D.  THE  OPEN  SKIES  CONSULTATIVE  COMMISSION 

Article  X  of  the  Treaty,  which  is  of  unlimited  duration,  estab 
Hshes  an  Open  Skies  Consultative  Commission  to  resolve  issues  of 
Treaty  interpretation  or  compliance.  The  Commission  would  make 
decisions  or  recommendations — including  decisions  to  admit  new 
Parties  to  the  Treaty  or  to  permit  new  or  improved  sensors — only 
by  "consensus,"  i.e.,  "the  absence  of  any  objection  by  any  State 
Party." 

E.  WILL  TREATY  AMBIGUITIES  LEAD  TO  COMPLIANCE  QUESTIONS? 

Because  the  Open  Skies  Treaty  is  not  a  traditional  arms  control 
agreement  with  arms  destruction  requirements  or  limitations  on 
weapons  capabilities,  there  are  few  specific  injunctions  to  obey  and, 
therefore,  few  areas  in  which  compliance  questions  could  arise.  The 
Executive  branch  response  to  a  Committee  question  for  the  record 
on  this  matter  was:  "Careful  analysis  has  revealed  no  ambiguities 
in  the  Treaty  that  could  result  in  significant  implementation  prob- 
lems." 
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Some  difficulties  could  arise,  however,  in  such  areas  as  the  con- 
duct of  overflights.  One  possibly  troublesome  provision  is  the  re- 
quirement in  subparagraph  4(G)  of  Article  VI,  Section  II  of  the 
Treaty  that  flight  paths  neither  "circle  around  a  single  point"  nor 
"intersect  at  the  same  point  more  than  once."  A  determined  country 
could  argue  that  this  provision  imposed  no  hmitation  on  an  eUip- 
tical  (as  opposed  to  circular)  path  around  two  foci  that  were  ex- 
tremely close  to  each  other,  or  on  a  path  that  intersected  at  two 
barely  separated  points.  There  is  no  indication  in  the  Treaty  of  how 
to  interpret  this  provision  in  a  practical  sense,  so  disputes  could 
well  arise  if  one  Party  uses  this  provision  as  the  basis  for  objecting 
to  a  proposed  flight  path. 

While  not  specifying  how  to  interpret  the  above  provision,  the 
Treaty  does  provide  a  process  for  handling  disputes  on  this  matter: 
the  observed  Party  can  propose  changes  to  a  flight  path.  The  ob- 
serving Party  can  then  either  agree  on  alternatives  or  cancel  the 
flight  and  try  again  later. 

One  area  in  which  a  decision  mechanism  is  not  specified  is  what 
to  do  if  representatives  of  the  observed  Party  beHeve  that  the  ob- 
serving Party  has  used  a  sensor  improperly.  The  observed  Party 
controls  both  the  air  space  and  the  groimd,  so  it  can  always  bring 
force  to  bear.  But  no  means  short  of  that  is  set  forth  for  preventing 
the  observing  Party  from  leaving  the  country  with  improperly-gath- 
ered data.  So  any  dispute  in  this  area  coiUd  well  escalate  to  this 
level  and  become  at  least  a  minor  diplomatic  incident. 

III.  What  Information  Is  the  United  Sates  Likely  to  Gain  or 
Lose  as  a  Result  of  the  Open  Skies  Treaty? 

a.  overview 

In  his  letter  of  August  12,  1992,  submitting  the  Open  Skies  Trea- 
ty to  the  United  States  Senate,  President  George  Bush  stated  that 
the  Treatys  objective  was  "to  enhance  mutual  understanding  and 
confidence  by  giving  all  participants,  regardless  of  size,  a  direct 
role  in  observing  miHtary  or  other  activities  of  concern  to  them."' 

For  the  United  States,  this  statement  of  objectives  raises  two 
fundamental  questions.  The  first  is  what  understanding  and  con- 
fidence the  United  States  will  gain  in  terms  of  information  on  miU- 
tary  forces  and  activities  that  it  does  not  already  obtain  through 
satellites  or  other  overhead  means.  (A  related  question,  discussed 
both  here  and  in  later  sections  of  this  report,  is  whether  the  addi- 
tional expense  of  operating  Treaty  collection  sensors  and  of  exploit- 
ing and  disseminating  the  information  obtained  will  be  a  cost-effec- 
tive use  of  the  resources  of  the  U.S.  intelHgence  commimity.)  The 
second  basic  question  is  what  information  about  the  United  States 
will  be  made  available  through  Open  Skies,  to  whom,  and  with 
what  impact  on  the  national  security. 

The  chief  U.S.  representative  to  the  Open  Skies  Negotiations  tes- 
tified to  the  Committee  that  the  United  States  does  not  expect  to 
be  the  primary  direct  beneficiary,  in  terms  of  information  gains,  of 
the  openness  that  the  Treaty  will  provide.  Rather,  he  stated,  the 
greatest  information  gains  resulting  from  the  Treaty  will  go  to  the 
great  majority  of  participants  who  do  not  operate  National  Tech- 
nical Means.  For  those  States,  the  Open  Skies  Treaty  represents  an 


important  new  capability.  The  U.S.  Government  believes  that  ena- 
bling the  Parties  to  the  Treaty  directly  and  independently  to  collect 
reliable  information  on  each  other's  military  forces  and  activities 
will  make  a  significant  contribution  to  the  security  and  confidence 
of  all  participants. 

B.  PERMITTED  SENSORS  AND  ACCESS  TO  DATA  UNDER  THE  TREATY 

Paragraph  1  of  Article  IV  of  the  Treaty  specifies  the  permitted 
sensors  as  follows: 

Except  as  otherwise  provided  for  in  paragraph  3  of  this  Article, 
observation  aircraft  shall  be  equipped  with  sensors  only  fi*om 
amongst  the  following  categories: 

(A)  optical  panoramic  and  framing  cameras; 

(B)  video  cameras  with  real-time  display; 

(C)  infi*ared  line-scanning  devices;  and 

(D)  sideways-looking  synthetic  aperture  radar. 

The  original  (December,  1989)  U.S.  and  NATO  position  in  the 
talks  was  to  permit  any  and  all  imaging  sensors,  with  each  alHance 
determining  among  themselves  how  information  acquired  through 
Open  Skies  was  to  be  shared.  According  to  the  chief  U.S.  nego- 
tiator, this  provision  was  based  on  U.S.  concerns  that  data  collected 
by  the  United  States  or  its  allies  imder  Open  Skies  should  not  be 
shared  with  the  Warsaw  Pact  countries,  since  it  might  enable  them 
to  better  assess  their  vulnerabiUty  to  observation  and  thereby  to 
improve  their  cover,  concealment  and  deception  techniques. 

The  chief  U.S.  negotiator  testified  that  when  the  negotiations 
commenced  in  February  1990,  it  quickly  became  evident  that  this 
position  would  not  be  accepted.  While  all  participants  agreed  on 
the  need  to  ban  signals  intelUgence,  and  all  agreed  that  optical 
cameras  should  be  included,  there  was  no  agreement  between  the 
former  Soviet  Union  and  most  of  the  other  participants  on  other 
potential  categories  of  sensors. 

Early  in  the  negotiations,  the  East  European  states  obtained 
agreement  firom  the  United  States  and  its  NATO  allies  that  all  par- 
ticipants would  have  access  to  sensor  capabiUties  equal  to  those 
employed  by  any  other  participant.  The  East  European  govern- 
ments no  longer  could  depend  on  the  Soviet  Union  for  sensor  sup- 
port, nor  did  they  wish  to.  At  the  same  time,  the  most  advanced 
Western  sensors  remained  subject  to  technology  transfer  controls. 
One  result  of  this  agreement  was  thus  to  impose  a  ceiling  on  the 
sensors  that  the  United  States  and  its  NATO  aUies  would  be  pre- 
pared to  employ  under  the  Treaty. 

Under  Article  IX,  Section  IV  of  the  Treaty,  all  participant  states 
may  purchase  the  raw  data  produced  by  any  participating  state's 
flight  over  any  other.  U.S.  officials  indicate  that  this  wide  access 
to  raw  data  will  greatly  multiply  the  value  of  the  regime  to  individ- 
ual participating  countries,  enabling  them  to  compile  data  well  be- 
yond what  they  could  acquire  with  their  own  observation  flights. 
The  dissolution  of  the  Warsaw  Pact,  which  left  its  Central  and  East 
European  members  with  radically  reoriented  security  concerns  and 
without  a  formal  security  structure  within  which  data  might  be 
shared,  prompted  strong  arguments  for  broader  sharing  of  Open 
Skies  data,  especially  regarding  Russia.  In  addition,  the  decision 
(discussed  above)  to  precisely  define  the  categories  and  capabiUties 


of  permitted  Open  Skies  sensors  made  it  possible  for  countries  to 
calculate  their  vulnerability  to  observation,  regardless  of  data  shar- 
ing; this  negated  NATO's  earlier  argument  for  withholding  data 
from  other  Parties. 

In  the  spring  of  1991,  the  United  States  and  its  NATO  allies  pro- 
posed that  Open  Skies  sensors  include  optical  and  electro-optical 
cameras,  synthetic  aperture  radar,  infrared  line-scanning  systems, 
air  sampling  systems,  and  multispectral  systems  (although  NATO 
agreed  that  the  last  two  systems  would  have  a  lower  priority). 
.Agreement  was  reached  in  the  Treaty  on  the  inclusion  of  pano- 
ramic and  framing  optical  cameras,  video  cameras,  synthetic  aper- 
ture radar,  and  infrared  line-scanning  systems.  Air  sampling  sys- 
tems and  multispectral  systems  were  not  accepted,  but  would  be 
logical  candidates  in  an  environmental  sensing  package.  Pursuant 
to  paragraph  3  of  Article  IV,  additional  sensor  systems  can  be 
agreed  by  consensus  of  the  Open  Skies  Consultative  Commission. 

C.  SENSOR  CAPABILITIES  AND  LIMITATIONS 

Optical  panoramic  and  framing  cameras 

In  determining  sensor  specifications,  the  United  States  and  its 
alUes  worked  from  the  postulate  that  Open  Skies  optical  imagery 
should  permit  analysts  to  recognize  armored  vehicles,  i.e.,  to  distin- 
guish a  tank  from  a  truck,  an  objective  which  was  eventually  ac- 
cepted by  all  participants.  This  recognition  could  be  achieved  with 
a  ground  resolution  of  30  centimeters  (60  cm  Ground  Resolved  Dis- 
tance). This  standard  would  enable  Open  Skies  to  contribute  mean- 
ingfully to  confidence  building,  as  well  as  supplement  arms  control 
verification  regimes.  Many  of  the  European  states,  for  example, 
sought  the  ability  to  observe  and  count  armored  vehicles  east  of  the 
Ur^s,  beyond  the  reach  of  the  verification  provisions  of  the  Treaty 
on  Conventional  Armed  Forces  in  Eiu-ope  (CFE). 

This  imagery  standard  does  not  permit  the  collection  of  technical 
intelligence — e.g.,  on  models  of  tanks  and  their  equipment — and 
thus  (fid  not  trigger  major  security  concerns  in  participating  coun- 
tries. This  Umitation  was  important  to  the  military  representatives 
of  the  former  Soviet  Union.  Although  they  recognized  that  the 
United  States  could  acquire  higher  quaUty  imagery  with  its  unilat- 
eral National  Technical  Means,  they  were  reluctant  to  permit  diffu- 
sion of  such  higher-quaUty  imagery  on  a  multilateral  basis  to  all 
the  participants  in  the  Treaty.  The  chief  U.S.  negotiator  believes 
that  this  may  have  reflected  not  only  tactical  military  concerns,  but 
also  essentially  political  concerns  about  the  implications  of  greater 
openness. 

The  tank-recognition  standards  also  served  to  minimize  certain 
counterintelligence  and  anti-terrorist  concerns  in  the  West.  Specifi- 
cally, there  was  concern  that  imagery  obtained  by  many  nations 
might  fall  into  the  hands  of  terrorists  who  would  use  it  for  plan- 
ning acts  of  terrorism. 

Video  cameras 

The  standard  for  video  cameras  is  the  same  as  that  for  optical 
cameras,  30  centimeters  ground  resolution.  U.S.  officials  believe 
that  the  greatest  potential  value  for  the  United  States  will  come 
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from  optical  imagery;  and  flying  at  the  best  altitude  for  the  optical 
cameras  will  genersdly  preclude  the  collection  of  quality  imagery  by 
video  cameras.  But  video  cameras  offer  the  option  of  achieving  30- 
cm  resolution  (with  a  more  restricted  field  of  view)  flying  beneath 
low-altitude  clouds. 

Synthetic  aperture  radar 

The  standard  for  synthetic  aperture  radar  (SAR)  was  set  at  3 
meters  groimd  resolution,  which  allows  recognition  of  the  presence 
of  very  large  equipment  or  buildings,  but  is  not  sufficient  for  rec- 
ognition of  individual  pieces  of  equipment.  This  level  was  primarily 
determined  by  U.S.  concerns  that  systems  with  a  better  resolution 
would  pose  unacceptable  technology  transfer  problems.  The  Soviet 
Union  nad  initisdly  not  wanted  any  synthetic  aperture  radar.  In 
April  1990,  it  moved  to  accept  SAR  in  principle,  but  at  a  ground 
resolution  capacity  of  10  meters.  In  the  fall  of  1991,  it  accepted  in- 
clusion of  SAJR  at  3  meters  groimd  resolution.  The  Defense  Nuclear 
Agency  has  been  given  the  task  of  developing  a  dependable  SAR 
package  that  meets  the  requirement  for  such  poor  resolution  and 
qualifies  for  export  under  U.S.  technology  transfer  limitations. 

Infrared  line-scanning  devices 

The  standard  for  infrared  line-scanning  devices  was  set  at  50 
centimeters  ground  resolution.  The  United  States  and  its  NATO  al- 
lies would  have  preferred  a  30-centimeter  standard.  The  Soviet 
Union  resisted  this,  arguing  that  infrared  imagery  of  that  quaUty 
would  provide  an  observer  with  tactical  information  which  would 
be  usefiil  in  attack  planning,  thereby  going  beyond  the  confidence- 
building  purposes  of  the  Treaty  regime.  For  this  reason,  the  Soviet 
Union  had  initially  objected  to  the  inclusion  of  any  infrared  sys- 
tems. The  ultimately-agreed  provision  allows  an  infrared  line-scan- 
ning system  with  a  50-centimeter  ground  resolution,  but  not  until 
after  the  initial  three  years  of  implementation  of  the  Treaty,  unless 
the  observed  Party  agree&jto  earher  use. 

D.  INFORMATION  BENEFITS  TO  THE  UNITED  STATES 

At  least  initially.  Open  Skies  will  offer  the  United  States  httle 
of  value  in  terms  of  information.  If  improved  sensors  or  an  environ- 
mental sensing  package  were  to  be  approved  in  the  future,  this  cal- 
culation could  change. 

The  Defense  Nuclear  Agency  (DNA)  is  developing  systems  used 
for  planning  and  alerting  Open  Skies  mission.  One  of  these  is  the 
Open  Skies/Mission  An^ysis  and  Planning  System  to  plan  and 
track  both  prospective  U.S.  overflights  and  proposed  overflights  of 
the  United  States  by  other  Parties.  The  modeling  system  will  en- 
able the  United  States  to  develop  missions  that  maximize  the  po- 
tential value  of  Open  Skies  imagery. 

If  Russia  exercises  its  option  to  require  U.S.  use  of  a  Russian  air- 
craft and  sensors,  then  little  or  no  wide-area  coverage  may  be  ob- 
tained during  the  transitional  period.  This  is  because  the  AN-30 
aircraft  and  the  cameras  that  Russia  will  use  during  the  first  three 
years  cannot  provide  moderate-resolution  imagery  at  high  alti- 
tudes; so  coverage  will  have  to  be  sacrificed  in  order  to  provide  the 
required  resolution. 
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Another  potential  benefit  of  the  Open  Skies  regime  will  be  the 
availabiUty  of  imagery  from  other  than  sensitive  sources  for  use  in 
various  diplomatic  fora.  Consistent  with  the  explicit  purpose  of 
O^en  Skies  to  enhance  international  transparency  and  openness, 
tms  material  could  be  used  selectively  in  diplomatic  and,  under  ap- 
propriate circximstances,  pubhc  fora. 

Open  Skies  imagery  could  be  used  by  arms  control  inspectors  to 
help  orient  themselves  at  START  and  CFE  inspection  sites.  It  could 
also  be  used  to  brief  participating  states'  officials  and  help  inspec- 
tors from  other  counties  improve  their  CFE  inspections. 

E.  POTENTIAL  FUTURE  VALUE 

Open  Skies  may  have  the  most  benefits  for  non-time-sensitive  is- 
sues where  research  based  on  bonus  coverage  is  useful.  According 
to  the  testimony  of  Executive  branch  officials,  the  greatest  informa- 
tional benefits  to  the  United  States  from  the  Open  Skies  Treaty 
may  rest  in  future  environmental  sensing  packages,  either  under 
this  Treaty  or  pursuant  to  a  future  agreement.  Environmental 
monitoring  could: 

Supply  the  environmental  community  with  unique  data  on 
previously  denied  areas; 

Be  the  basis  for  additional  environmental  cooperation  be- 
tween signatory  nations;  and 

Provide  the  model  for  a  future  global  airborne  environmental 
monitoring  regime. 
Some  specific  areas  for  environmental  monitoring  could  include: 
Arctic  monitoring  and  assessment; 
Forestry  research; 

U.S.-Russia  hazardous  waste  assistance; 
Global  change  research; 
Natural  and  man-made  disasters;  and 
Cross-border  transport  of  airborne  contaminants. 
Future  sensors  for  environmental  monitoring  could  include: 
Whole-air  samplers; 
Particulate  collectors; 
Laser  radars; 

Multispectral  or  hyperspectral  sensors; 
Synthetic  aperture  radars  (L,  C,  and  X  bands);  and 
Color  infrared  photography. 

F.  LIMITATIONS  IN  EXPLOITING  OPEN  SKIES  IMAGERY 

Executive  branch  officials  testified  that  exploitation  and  analysis 
of  imagery  acquired  under  the  Open  Skies  Treaty  will  be  limited 
by  several  factors. 

Limited  exploitation  resources 

As  is  discussed  in  the  following  section  of  this  report,  uncertaines 
about  the  volume,  format  and  quahty  of  imagery,  about  possible  fix- 
ture sensors,  about  the  need  for  automated  support,  and  about  the 
ultimate  value  of  the  data  make  it  difficult  to  estimate  the  exact 
level  of  resources  that  will  be  devoted  to  exploiting  Open  Skies  im- 
agery. At  least  for  the  time  being,  all  of  the  resources  needed  to 
exploit  Open  Skies  imagery  will  come  from  existing  fimds  and  per- 
sonnel. 
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This  means  that  any  exploitation  and  analysis  resources — people 
or  dollars — expended  in  support  of  the  Open  Skies  Treaty  will  have 
to  be  diverted  from  other  efforts  in  this  field.  Executive  branch 
managers  recognize  the  distinct  possibility  that  the  costs  of  Open 
Skies  exploitation  will  exceed  the  expected  value  of  the  data. 

Absense  of  automated  data  annotations  system 

Annex  B,  Section  II  of  the  Treaty  provides  for  annotation  of  Open 
Skies  fiim  and  other  data,  and  permits — but  does  not  require — use 
of  an  automated  annotation  system.  An  automated  system  would 
be  far  preferable  to  manual  annotation. 

Both  Russia  and  the  United  States  are  developing  annotation 
systems  for  possible  use  on  Open  Skies  aircraft.  It  is  not  clear 
whether  the  Russian  system  will  be  compatible  with  U.S.  exploi- 
tation equipment. 

G.  VULNERABILITY  OF  SENSITIVE  U.S.  INFORMATION  TO  OPEN  SKIES 

OBSERVATION 

The  basis  theory  of  Open  Skies  observation  is  that  the  medium- 
resolution  sensors  permitted  by  the  Treaty  will  enable  Parties  to 
monitor  the  size  and  disposition  of  each  other's  military  forces. 
Russia/Belarus,  the  "Group  of  States  Parties"  that  was  the  only  re- 
quester for  rights  to  overfly  the  United  States,  may  gain  new  in- 
sights only  from  some  of  the  sensors,  since  Russia  already  has  im- 
aging satelUtes.  But  countries  with  no  National  Technical  Means 
could  purchase  the  Russian  data  and/or,  in  later  years,  mount  their 
own  flights  if  they  perceived  a  need  to  do  so. 

Open  Skies  surveillance  could  also  provide  a  country  useftd  infor- 
mation about  U.S.  defense  systems  and  manufacturing  capabilities, 
as  well  as  radar  signature  data  for  targeting  purposes.  Having  said 
this,  however,  the  inteUigence  value  of  each  sensor  would  be  Um- 
ited— for  other  countries,  just  as  for  the  United  States.  This  is  true 
largely  because  U.S.  security  countermeasures  (which  are  discussed 
in  the  next  section  of  this  report)  should  be  to  deny  access  to  sen- 
sitive information  that  goes  oeyond  what  the  U.S.  Government  is 
prepared  to  disclose  for  confidence-building  purposes. 

H.  POLICY  ON  THE  USE  OF  OBSERVATION  AIRCRAFT 

The  open  Skies  Treaty  (especially  in  paragraphs  1  and  6  of  Arti- 
cle VI,  Section  I)  permits  the  observed  Party  to  require  that  its  own 
aircraft  and  sensors  to  be  used  on  an  observation  flight;  this  has 
become  known  as  the  "taxi  flight"  option.  The  United  States  suc- 
cessftdly  pushed  for  an  agreement  in  the  Open  Skies  Consultative 
Commission  (Decision  Number  Four)  regarding  minimum  optical 
camera  capabilities  on  "taxi  flights"  after  the  transition  period.  If 
Russian  film  is  not  compatible  with  U.S.  exploitation  equipment, 
however,  the  requirement  to  use  a  Russian  aircraft  and  sensors 
could  severely  complicate  the  exploitation  of  Open  Skies  data. 

From  the  security  standpoint,  requiring  Russia/Belarus  to  use  a 
U.S.  aircraft  and  flight  crew  coiild  eliminate  the  risk  of  clandestine 
airborne  signals  intelligence  collection  and  would  lessen  the  risk  of 
improper  use  of  permitted  sensors,  although  it  might  also  provide 
greater  Treaty-permitted  coverage  than  would  Russia's  equipment 
during  the  transitional  period. 
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Russia's  decision  on  the  "taxi  flight"  option  may  well  be  influ- 
enced by  U.S.  policy  for  flights  by  Russia/Belarus  over  our  terri- 
tory. If  the  norm  of  reciprocity  governs  Russian  decisions,  then  U.S. 
imposition  of  "taxi  flights"  (to  minimize  the  risk  of  illegal  or  im- 
proper Russian  collection)  would  conflict  with  our  interest  in  maxi- 
mizing the  usefulness  of  U.S.  flights  over  Russia.  If  Russia's  pri- 
mary decision  criteria  were  to  be  cost  and  convenience,  it  may  be 
impossible  to  agree  on  the  use  of  a  U.S.  aircraft  over  the  United 
States  while  still  permitting  U.S.  aircraft  to  overfly  Russia/BelEirus. 

In  response  to  a  Committee  question  for  the  record,  the  Execu- 
tive branch  stated  U.S.  poUcy  on  "taxi  flights"  as  follows: 

The  U.S.  does  not  intend  to  require  states  observing  U.S. 
territory  to  utilize  a  U.S.  aircraft,  although  it  does  retain 
the  right  imder  the  Treatv  to  do  so.  We  continue  to  be- 
Ueve,  as  we  have  from  the  beginning  of  the  Open  Skies  ne- 
gotiations, that  the  Treatj^s  goals  of  confidence-  and  secu- 
rity-building are  best  served  by  allowing  the  observing 
party  to  provide  the  aircraft  it  will  use  to  conduct  an  ob- 
servation flight.  On  a  case-by-case  basis,  we  may  make  an 
aircraft  available  to  a  participating  state  upon  request. 
Such  an  arrangement  would  have  no  relation  to  the  taxi 
option,  but  would  simply  constitute  a  lease  under  the  pro- 
visions of  the  Treaty. 

Conceivably,  then,  the  United  States,  will  allow — or,  in  effect,  re- 
quire— ^participating  countries  to  use  their  own  or  a  third  party's 
designated  observation  aircraft  when  overflying  the  United  States, 
even  if  we  are  forced  to  use  a  "taxi  flight"  over  their  territory. 

IV.  How  Effectively  Will  the  Government  Safeguard  U.S. 
Personnel  and  Sensitive  and  Proprietary  Information? 

The  counterintelligence  and  security  countermeasures  challenges 
raised  by  the  Open  Skies  Treaty  are  somewhat  different  from  those 
associated  with  previous  agreements.  There  is  sufficient  similarity, 
however,  that  much  of  the  experience  gained  in  implementing  those 
other  agreements  will  be  relevant  to  Open  Skies.  These  functions 
will  be  performed,  moreover,  by  many  of  the  same  agencies  as  in 
previous  agreements. 

The  major  human-source  counterinteUigence  concern  is  to  guard 
against  other  countries'  use  of  observation  or  escort  crews  to  as- 
sess, develop  or  run  clandestine  agents  among  U.S.  personnel.  Se- 
curity concerns  fall  into  two  categories:  those  that  arise  from  iUicit 
intelligence  collection  activities  that  a  foreign  country  might  at- 
tempt during  an  overflight  near  U.S.  territory  or  overseas  installa- 
tions; and  those  that  arise  from  the  observation  that  is  actually 
permitted  by  the  Treaty. 

A.  HUMAN-SOURCE  COUNTERINTELLIGENCE  CONCERNS 

U.S.  personnel  and  potentially  hostile  security  services  will  be  in 
contact  only  for  relatively  short  periods  of  time  in  connection  with 
any  given  overflight,  unlike  the  situation  with  some-on-site  inspec- 
tion or  portal  monitoring  teams  pursuant  to  other  treaties.  Thus, 
even  though  Russian  observers  and  escorts  are  expected  to  consist 
largely  of  air  force  and  mihtary  inteUigence  (GRU)  personnel,  the 
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potential  vulnerability  of  U.S.  personnel  to  hostile  intelligence  ap- 
proaches will  be  relatively  limited.  As  is  done  with  U.S.  inspectors 
and  monitors  under  other  treaties,  the  On-Site  Inspection  Agency 
plans  steps  to  guard  against  any  counterintelligence  threat. 

B.  GUARDE^G  AGAINST  ILLICIT  INTELLIGENCE  COLLECTION 

The  open  Skies  Treaty  specifically  limits  the  iypes  and  capabiH- 
ties  of  sensors  to  be  employed  in  overflights,  as  discussed  in  the  fol- 
lowing section  of  this  report.  Several  other  Treaty  provisions  are 
designed  to  guard  against  the  clandestine  use  of  illegal,  or  illegally 
capable,  sensors. 

One  example  is  paragraph  2  of  Article  IV,  which  requires  that 
sensors  be  "commercially  available  to  all  States  Parties."  This 
means  that  any  country  wanting  to  use  an  illegal  sensor  that  was 
at  all  visible  would  have  to  disguise  it  as  a  commercially  available 
system.  Paragraph  7  of  Article  IV  bans  "the  *  *  *  retransmission 
*  *  *  of  [most]  electronic  signals  from  electro-magnetic  waves"  on 
an  observation  aircraft,  and  paragraph  2  of  Article  IX,  Section  I 
bans  "[t]he  transmission  of  data  collected  by  sensors  firom  the  ob- 
servation aircraft  during  the  observation  flight,"  thus  making  it 
very  difficult  to  mount  any  illegal  signals  intelligence  operation 
that  would  involve  data  forwardmg  (because  any  imknown  signal 
coming  from  the  observation  aircraft  would  be  prima  facie  evidence 
of  a  violation). 

Article  IV  and  Appendix  D  to  the  Treaty  provide  in  some  detail 
for  the  certification  of  observation  aircraft  and  sensors,  a  process 
that  may  involve  both  on-the-ground  inspection  and  in-flight  tests 
to  demonstrate  the  resolution  of  the  sensors.  Appendix  F  details 
how  the  observed  Party  may  inspect  the  observing  aircraft  and  sen- 
sors (after  the  observing  Party  inspects  the  sensors  to  be  used  in 
that  inspection),  again  both  on  the  ground  and  in  a  demonstration 
flight,  before  each  observation  flight.  (The  observing  Party  may  re- 
quire a  demonstration  flight  if  the  observed  Party  requires  use  of 
a  "taxi  flight.")  And  Annex  E  provides  for  the  use  and  inspection 
of  external  covers  on  the  sensors  before  and  sifter  each  observation 
flight. 

Executive  branch  security  officials  testified  and  assured  the  Com- 
mittee in  answers  for  the  record  that  they  can  adequately  guard 
against  the  use  of  illegal  sensors.  The  DoD  On-Site  Inspection 
^ency  has  arranged  for  expert  teams  to  inspect  all  observation 
aircraft  for  both  improper  and  clandestine  sensors  of  all  types.  This 
does  not  mean,  however,  that  one  can  ever  have  absolute  certainty 
that  no  illegal  intelligence  collection  is  occurring. 

The  likelSiood  of  Russian  cheating  scenarios  was  specifically  dis- 
coimted  by  the  representative  of  the  Joint  Chiefs  of  Staff,  as  well 
as  by  civihan  officials.  This  was  due  largely  to  U.S.  security  coim- 
termeasures  and  to  the  likely  Russian  interest  in  not  being  caught 
violating  a  confidence-building  agreement. 

To  guard  against  improper  use  of  permitted  sensors  (e.g.,  taking 
pictures  from  too  low  an  ^titude,  which  would  provide  high-resolu- 
tion imagery).  Article  VI,  Section  II  and  Article  VIII,  Section  I  of 
the  Treaty  require  a  detailed  observation  mission  plan  that  "does 
not  permit  the  observing  Party  to  exceed  the  limitation  on  groimd 
resolution  for  each  sensor"  to  be  provided  and  approved  by  tiie  ob- 
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served  Party  in  advance  of  the  flight.  Section  III  of  Article  VI  per- 
mits the  observed  party  to  have  at  least  two  monitors  and  an  inter- 
preter on  the  observation  flight,  plus  (if  a  large  plane  is  used)  one 
monitor  "for  each  sensor  control  station"  on  the  aircraft.  Section  II 
of  Article  VIII  gives  the  observed  Party  "the  right  to  prohibit  the 
use  of  a  particular  sensor  during  a  deviation  that  brings  the  obser- 
vation aircraft  below  the  minimum  height  above  ground  for  operat- 
ing that  particular  sensor"  or,  if  a  flight  deviates  by  more  than  50 
kilometers  from  the  original  flight  path,  "to  prohibit  the  use  of  all 
sensors  installed  on  the  observation  aircraft  beyond  that  *  *  * 
Umit." 

The  Department  of  Defense  has  sponsored  the  development  of 
the  Open  Skies/Mission  Analysis  and  Planning  System  (OS/MAPS) 
to  aid  in  the  analysis  of  proposed  fUght  paths.  The  Passive  Over- 
flight Module  (POM)  of  OS/MAPS  wfll  automatically  analyze  pro- 
posed locations  and  sensors  to  determine  whether  Open  SMes  sen- 
sor resolution  will  be  met.  OS/MAPS  was  developed  by  Northtop 
Corporation,  under  contract  to  the  Defense  Nuclear  Agency,  with 
the  On-Site  Inspection  Agency  helping  to  define  requirements. 

The  Treaty  does  not  specifically  address  the  risk  that  a  particu- 
Ieu"  sensor  would  be  operated  when  it  should  not  be,  either  under 
the  existing  flight  plan  or  contravening  a  prohibition  declared  by 
the  observed  Party  due  to  a  deviation  from  that  plan.  U.S.  monitors 
on  a  flight  would  try  to  spot  any  infraction,  but  precise  monitoring 
of  the  ^titude  above  the  ground  and  the  angle  at  which  each  sen- 
sor is  operated  will  not  be  a  trivial  task.  (OSIA  plans  trial  flights 
for  this  spring — ^partly  to  test  U.S.  equipment,  partly  to  determine 
the  precise  vulnerabiUty  of  particular  U.S.  sites,  and  partly  to  train 
U.S.  observers  and  monitors.) 

Since  Article  IX,  Section  I  of  the  Treaty  requires  that  all  data  re- 
main on  board  the  aircraft  during  an  observation  flight  and  then 
be  placed  in  containers  and  sealed,  an  aggrieved  observed  Party 
should  at  least  to  be  able  to  protest  any  observed  violation  and  ob- 
ject to  the  processing  and/or  retention  of  offending  data.  Such  ac- 
tions would  likely  constitute  a  comphance  dispute  requiring  diplo- 
matic action,  and  might  even  require  a  threat  of  force  to  prevent 
observers  from  leaving  with  improperly-gathered  data. 

C.  MINIMIZING  THE  LOSS  OF  SENSITIVE  OR  PROPRIETARY  INFORMATION 
DUE  TO  PERMITTED  OBSERVATION 

Even  the  observation  that  is  permitted  vmder  the, Open  Skies 
Treaty  could  result  in  the  compromise  of  sensitive  information. 
Aerial  observation  of  military  movements  or  exercises,  industrial 
plant  configurations  or  activities,  and  outdoor  testing,  deployment 
or  storage  of  equipment  could  give  foreign  countries  direct  or  indi- 
rect insight  into  U.S.  military  capabihties  and  readiness  beyond 
that  which  the  U.S.  Government  is  prepared  to  disclose  for  the  pur- 

gose  of  confidence-building.  It  is  also  conceivable — although  per- 
aps  not  likely,  given  the  low-resolution  of  Open  Skies  sensors — 
that  proprietary  industrial  information  could  be  compromised. 

Although  only  Russia/Belarus  has  received  an  active  observation 
quota  to  overfly  the  United  States,  the  other  Treaty  Parties — ^who 
previously  have  had  no  better  satellite  sources  than  commercially 
available  SPOT  imagery  from  France — ^may  purchase  copies  of  the 
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data  from  those  flights.  The  Open  Skies  Treaty  is  open  to  accession 
by  other  countries,  moreover,  although  all  Parties  must  approve 
any  accession  by  a  country  other  than  the  former  Soviet  repubhcs 
in  the  Caucasus  and  Central  Asia.  As  a  Department  of  Defense  wit- 
ness testified: 

*  *  *  the  Treaty  may  eventually  provide  certain  of  the  na- 
tions party  to  it  with  first-ever  opportunity  to  conduct  ob- 
servations from  an  airborne  platform.  In  the  case  of  these 
nations,  a  considerable  amount  of  information  could  be  col- 
lected which  may  not  have  been  previously  available  to 
them,  and  which  could  increase  their  knowledge  and  un- 
derstanding of  U.S.  defense  capabilities. 

To  help  U.S.  facilities  and  defense  contractors  prepare  for  treaty- 
related  inspection  or  monitoring,  including  Open  SMes  observation 
flights,  the  Defense  Department  has  created  the  Defense  Treaty  In- 
spection Readiness  Program  (DTIRP),  an  inter-agency  program 
that  is  administered  by  the  On-Site  Inspection  Agency.  DTIRP  pro- 
vides seminars  to  educate  site  officials  regarding  overflight  risks 
and  cost-effective  security  countermeasures  that  may  be  taken  to 
obscure  such  sensitive  information  as  might  otherwise  be  at  risk. 
When  information  is  obtained  on  Open  Skies  observation  flight 
plans,  an  Open  Skies  alert  system  will  notify  facilities  that  may  be 
subject  to  observation.  Executive  branch  officials  say  that  bilateral 
arrangements  will  be  made  with  our  allies  for  timely  notice  of 
Open  Skies  flights  over  Western  Europe,  so  that  U.S.  facilities 
tiiere  can  also  take  security  precautions. 

There  is  also  some  vulnerability  to  observation  from  Open  Skies 
overflights  of  Canada,  but  this  is  viewed  as  minor.  The  preamble 
of  the  Treaty  states  that  aerial  observation  is  to  be  **with  the  intent 
of  observing  a  single  State  Party  or  groups  [sic]  of  States  Parties," 
and  in  any  case,  sensors  are  not  to  be  operated  so  as  to  reach  more 
than  50  lalometers  on  either  side  of  the  aircraft  with  a  ground  res- 
olution of  30  centimeters. 

Security  countermeasures  could  include  moving  something  in- 
doors or  discontinuing  certain  activities  or  communications  (the 
last  as  a  precaution  against  illegal  signals  intelligence  collection). 
Most  of  these  measures,  which  are  common  in  arms  control  inspec- 
tions, should  be  relatively  inexpensive  and  readily  achieved.  If 
major  tests  or  exercises  must  be  postponed,  however,  companies  or 
military  elements  may  sustain  major  costs. 

The  uncertain  vulnerability  of  non-defense  proprietary  informa- 
tion to  disclosure  through  Open  Skies  observation  led  the  Executive 
branch  to  concentrate  upon  the  security  of  U.S.  mihtary  facilities 
and  defense  industry.  The  IntelHgence  Committee  pressed  the  issue 
of  non-defense  trade  secrets  both  in  its  March  4  hearing  and  in  a 
question  for  the  record,  however,  believing  that  the  U.S.  Govern- 
ment should  not  ignore  even  a  slight  risk  that  its  arms  control  ac- 
tions could  affect  the  security  of  private  information. 

One  concern  was  the  organization  of  the  federal  government  to 
handle  this  issue.  While  the  Defense  Department  will  prepare  U.S. 
facilities  and  defense  contractors  for  Open  Skies,  it  has  no  charter 
to  assist  business  firms  that  are  not  defense  contractors.  The  De- 
partment of  Commerce,  which  is  working  with  non-defense  firms  to 
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prepare  for  the  Chemical  Weapons  Convention,  had  been  encour- 
aged to  take  the  lead  regarding  Open  Skies  but  had  not  been  given 
a  formal  charter  to  do  so. 

The  Assistant  to  the  President  for  National  Security  Aifairs,  in 
recent  letters  to  the  Chairman  and  Vice  Chairman  of  the  Intel- 
ligence Committee,  has  informed  the  Committee  of  the  following 
steps  that  the  Executive  branch  is  taking  to  address  this  question: 

An  interagency  working  group  has  begun  to  explore 
steps  that  might  be  taken  to  notify  private,  non-defense 
companies  about  the  Open  Skies  Treaty  and  possible 
flights  over  the  United  States.  The  Commerce  Department, 
with  other  appropriate  agencies,  will  work  to  devise  op- 
tions for  such  notification. 

The  Executive  Branch  will  (a)  develop  a  strategy  for  no- 
tifying private,  non-defense  companies  of  the  nature  and 
extent  of  Open  Skies  missions;  (b)  consider  how  private, 
non-defense  companies  might  be  able  to  take  advantage  of 
the  DTIRP  system  managed  by  the  Department  of  Defense 
and;  (c)  explore  any  other  possible  low-cost  means  of  better 
informing  private,  non-defense  companies  whose  propri- 
etary information  might  be  disclosed  through  Open  Skies 
missions,  about  the  Treaty. 

Defense  Department  officials  testified  that  they  are  prepared  to 
work  with  the  Commerce  Department  to  incorporate  non-defense 
firms  in  a  system  to  alert  them  to  any  Open  Skies  flight  plans  that 
would  bring  observers  within  50  kilometers  of  them.  Those  firms 
could  then  take  whatever  security  precautions  they  might  believe 
necessary.  The  costs  of  making  this  system  available  to  companies, 
and  who  should  pay  such  costs,  have  not  yet  been  determined. 

D.  LEGAL  CONSIDERATIONS 

A  related  issue  to  the  protection  of  proprietary  information  is  the 
legaHty  and  constitutionality  of  inviting  a  foreign  country  to  surveil 
U.S.  territory.  The  Committee  asked  this  question  for  the  record; 
the  question  and  Executive  branch  response  were  as  follows: 

Question.  What  is  the  Executive  branch's  legal  analysis  of  the 
constitutionahty  of  surveilling  (or  permitting  others  to  surveil)  pri- 
vate facilities?  Does  the  Government  incur  any  UabiUties  thereby? 
Can  such  surveillance  be  used  for  law  enforcement  purposes  (e.g., 
if  it  should  reveal  violations  of  environmental  laws  or  illegal  mari- 
juana fields)? 

Answer.  We  beUeve  that  the  Treaty  on  Open  Skies  can  be  imple- 
mented in  complete  consonance  with  the  U.S.  Constitution.  The  de- 
cisions in  California  v.  Ciraolo,  Dow  Chemical  Co.  v.  United  States, 
and  Florida  v.  Riley  have  estabUshed  that  generally  aerial  surveil- 
lance is  not  a  "search"  under  the  Fourth  Amendment;  the  results 
of  such  surveillance  may  be  used  for  law  enforcement  purposes. 
The  Office  of  Intelligence  Policy  and  Review  of  the  U.S.  Depart- 
ment of  Justice  concurs  in  this  analysis  of  the  "search"  issue. 

In  Dow  the  Court  left  open  the  question  as  to  the  constitutional- 
ity without  a  warrant  of  "highly  sophisticated  surveillance  equip- 
ment not  generally  available  to  the  pubhc,  such  as  satelUte  tech- 
nology." However,  equipment  equivalent  to  or  better  than  the  Open 
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Skies  optical  sensors  (cameras)  in  resolution  capability  have  been 
commercially  available  for  years  and  thus  no  new  issue  is  raised 
on  that  account. 

With  respect  to  sensors  that  might  be  more  invasive  and  power- 
ful than  optical  sensors,  such  as  synthetic  aperture  radar  and 
infra-red  devices,  the  Treaty  on  Open  Skies  provides  the  type  of 
proper  safeguards  to  legitimate  privacy  interests  that  the  Court 
has  identified  in  those  cases  as  being  relevant  in  its  decision.  Such 
safeguards  include: 

Making  the  fact  of  such  overflights  public  knowledge  (by 
means  of  concluding  and  publicizing  the  Treaty); 
Prohibiting  SIGINT  equipment  on  board  the  aircraft; 
Limiting  the  resolution  of  the  sensors  installed  on  the  air- 
craft (the  permitted  resolution  of  the  non-optical  sensors  is  less 
than  that  of  Open  Skies  optical  sensors); 

Limiting  frequency  and  duration  of  flights  with  such  sensors; 
and 

Requiring  that  data  collected  by  such  sensors  during  obser- 
vation flights  be  used  exclusively  for  the  attainment  of  the  pur- 
poses of  the  Treaty.  / 
Such  safeguards  established  by  the  treaty,  in  addition  to  the 
overriding  foreign  policy  interest  in  the  contributions  made  by  the 
Treaty  on  Open  Skies  for  the  development  and  strengthening  of 
peace,  stability,  and  cooperative  security,  make  it  unlikely  that 
challenges  to  the  admissibility  of  evidence  obtained  as  a  result  of 
flights  conducted  pursuant  to  the  Treaty  on  Open  Skies  based  on 
the  Fourth  Amendment  would  be  successful. 

A  possible  legal  concern  relates  to  the  potential  dissemination  of 
Open  Skies  imagery  beyond  official  dissemination  of  Open  Skies 
imagery  beyond  official  government  channels  of  the  signatory  na- 
tions. Data  from  on-site  inspections  under  arms  control  agreements 
have  been  treated  as  classified  information,  but  Open  Skies  data 
may  not  quaUfy  for  classification.  If  imagery  should  become  part  of 
the  public  domain,  it  could  be  very  difficidt  to  ensure  that  Open 
Skies  data  are  "used  exclusively  for  the  attainment  of  the  piirposes 
of  this  Treaty,"  as  required  by  paragraph  4  of  Article  DC,  Section 
I.  Indeed,  there  would  be  at  least  some  small  risk  that  hostile  non- 
signatory  nations  or  terrorists  might  acquire  and  exploit  this  im- 
agery for  military  or  criminal  activity.  Executive  branch  officials 
have  considered  this  problem,  but  have  not  determined  how  serious 
it  is  or  formally  recommended  any  solution. 

E.  POSSIBLE  IMPACT  OF  TREATY  CHANGES 

Paragraph  5  of  Article  X  of  the  Treaty  permits  the  Open  Skies 
Consultative  Commission  (OSCC)  to  make  decisions  regarding  both 
improvements  in  the  resolution  of  existing  sensors  and  even  wholly 
new  categories  of  sensors.  Such  OSCC  decisions  may  be  made  with- 
out submitting  them  to  the  Parties  as  amendments  to  the  Treaty. 
Thus,  new  or  improved  sensors  could  be  authorized  without  Senate 
review  or  approval,  even  if  the  Executive  branch  were  to  give  insuf- 
ficient attention  to  security  concerns  or  preparedness.  While  there 
has  been  no  such  unwise  action  in  the  Open  Skies  context  thus  far, 
the  potential  exists  for  problems  in  the  future. 
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In  planning  for  possible  environmental  sensing  options,  the  Exec- 
utive branch  has  considered  such  approaches  as  air  sampling,  laser 
radars  (LIDAR),  multispectral  or  hj^erspectral  imagery,  and  sig- 
nificantly different  synthetic  aperture  radar  (SAR)  or  infretred  sys- 
tems. New  security  concepts  and  capabilities  may  well  be  needed 
to  meet  the  challenges  posed  by  these  sensors,  especially  if  other 
countries  should  seek  significantly  greater  U.S.  overflight  quotas 
than  the  four  flights  provisionally  allotted  to  Russia/Belarus. 

Environmental  sensing  packages  could  also  significantly  increase 
the  chances  of  Open  Skies  flights  developing  evidence  of  illegal  ac- 
tivity (e.g.,  violations  of  environmental  laws  or  intemationsil  agree- 
ments) by  companies  in  the  United  States.  The  Executive  branch's 
analysis  of  the  admissibility  of  Open  Skies  data,  quoted  earlier  in 
this  section,  did  not  specifically  address  the  implications  of  such 
sensors.  The  reference  to  the  Dow  opinion  not  reaching  "highly  so- 
phisticated surveillance  equipment  not  generally  available  to  the 
public,  such  as  satellite  technology,"  suggests  that  a  challenge  to 
air  sampling,  LIDAR,  or  other  sensors  might  hinge  on  the  sophis- 
tication of  the  collection  or  processing  equipment. 

V.  The  Costs  of  Implementing  Open  Skies 

Open  Skies  implementation  costs  can  be  divided  into  four  cat- 
egories: observation  and  security  equipment  (e.g.,  aircraft,  sensors, 
inspection  devices,  etc.);  observation,  security  and  escort  personnel; 
processing  equipment  and  personnel;  and  analysis  personnel.  The 
first  two  categories  are  largely  funded  by  the  Department  of  De- 
fense. The  first  category  is  by  far  the  largest  cost  element;  it  is  also 
the  one  that  is  farthest  along,  as  major  equipment  contracts  have 
been  proceeding  for  over  a  year. 

The  office  of  Conventional  Arms  Control  and  Compliance  in  Of- 
fice of  the  Under  Secretary  of  Defense  for  Acquisition  is  responsible 
for  oversight  of  DoD's  Open  Skies  implementation  planning.  The 
DoD  On-Site  Inspection  Agency  does  much  of  the  day-to-day  plan- 
ning and  will  recruit,  train  and  manage  mission  personnel.  The 
U.S.  Air  Force  is  responsible  for  acquiring  the  planned  Open  Skies 
aircraft  and  sensors,  operating  the  aircraft  for  all  U.S.  Open  Skies 
missions,  maintenance  of  aircraft  sensors,  and  initial  processing  of 
sensor  output  following  missions.  Each  military  service  is  respon- 
sible for  the  security  of  its  faciUties  and/or  operations  that  may  be 
vulnerable  to  exploitation  during  foreign  overflights.  The  Defense 
Nuclear  Agency  (DNA)  is  responsible  for  develraing  a  prototype 
synthetic  aperture  radar  (SAR)  that  meets  both  Treaty  and  export 
control  requirements.  DNA  is  also  developing  the  OS/MAPS  system 
for  planning  and  alerting  Open  Skies  missions  and  a  treaty  notifi- 
cation support  system  to  transmit  and  receive  treaty  required  noti- 
fications. 

Roughly  $93.7  million  in  Defense  Department  funds  was  appro- 
priated in  Fiscal  Years  1992  and  1993  for  implementation  of  the 
Open  Skies  Treaty.  The  bulk  of  this  figure  is  for  the  modification 
of  three  WC-135  aircraft  and  the  lease  and  modification  of  a 
Convair  580.  (The  WC-135's  and  the  sensors  are  Government  Fur- 
nished Emiipment.)  The  Department  of  Defense  is  currently  modi- 
fying one  wC-135  aircraft,  equipped  with  one  panoramic  and  three 
framing  cameras,  to  be  used  for  observation  flights  during  the 
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phased  implementation  period  1993-1996).  Two  additional  aircraft 
with  ftill  sensor  packages — one  panoramic  camera,  three  framing 
cameras,  to  video  cameras,  an  infrared  line  scanner  and  a  synthetic 
aperture  radar  (SAE)— will  be  available  in  time  for  full  Treaty  im- 
plementation in  1997.  The  Convair,  leased  from  Environmental  Re- 
search Institute  of  Michigan  (ERIM),  will  be  used  for  mission  train- 
ing and  sensor  testing. 

the  Department  of  Defense  has  budgeted  approximately  $20  mil- 
Uon  in  FY  94,  $25  milUon  in  FY  95,  $41  miUion  in  FY  96  and  $37 
milUon  in  FY  97  to  continue  implementation  of  the  Treaty.  These 
figures  include  costs  for  operation  and  maintenance  of  the  aircraft, 
modification  of  the  initial  aircraft  to  full  operational  capabihty 
(FOC)  standards,  completing  development  and  procurement  of  the 
SARs,  media  processing  equipment,  team  proficiency  training,  and 
conduct  of  observation  flights.  The  sharp  increase  in  FY  96  is  to 
fiind  the  modifications  to  the  initial  aircraft. 

These  projected  costs  are  based  upon  a  set  of  planning  assimip- 
tions  that  includes  nine  observation  fhghts  the  first  year,  increas- 
ing to  fifteen  flights  in  FY  1995  and  FY  1996  and  some  higher  fig- 
ure in  later  years.  The  assumptions  also  see  overflights  of  U.S.  ter- 
ritory rising  to  15  flights  in  FY  1995  and  FY  1996,  and  more  there- 
after. 

If  those  assumptions  were  relaxed  to  a  level  of  no  more  than  15 
flights  in  the  out-years,  then  it  might  well  be  possible  to  forego  the 
third  WC-135,  as  well  as  the  operations  and  maintenance  costs  of 
the  extra  flights.  (In  practice,  this  might  involve  continuing  to  out- 
fit the  second  and  third  aircraft,  but  releasing  the  first  aircraft 
after  the  transitional  period,  rather  than  up-grading  it  to  carry 
SAR  and  IR  line-scanning  systems.)  This  could  save  $25-30  miUion 
in  FY  1996-1997. 

Defense  Department  planners  hold  open  the  possibiUty  that 
Open  Skies  aircraft  costs  could  be  offset  to  some  degree,  eitiier  by 
leasing  the  aircraft  and  flight  crew  to  other  countries  for  their 
Open  Skies  missions,  or  by  using  the  aircraft  to  satisfy  other  OSIA 
transportation  requirements.  But  major  offsets  to  DoD's  Open 
Skies  costs  are  not  especially  likely.  Open  Skies  exploitation  costs 
will  be  met  out  of  existing  resources.  No  estimates  have  been  devel- 
oped of  environmental  sensor  procurement  or  processing  and  analy- 
sis costs. 

VI.  Findings  and  Recommendations 

A.  VALUE  OF  THE  OPEN  SKIES  TREATY 

Finding:  Barring  the  approval  of  new  or  improved  sensors,  the 
Open  Skies  Treaty  will  not  provide  significant  information  gains  to 
the  Untied  States.  Such  gains  may  once  have  been  a  goal  of  the 
U.S.  Government,  but  they  were  not  achieved.  If  Russia  should  re- 
quire U.S.  use  of  a  "taxi-flight"  with  Russian  cameras,  moreover, 
exploitation  of  the  optical  data  from  observation  flights  over  Rus- 
sia/Belarus could  be  severely  comphcated. 

The  chief  U.S.  negotiator  and  other  witnesses,  including  a  rep- 
resentative of  the  Joint  Chiefs  of  Staff,  testified  that  Open  Skies 
would  further  the  major  U.S.  objective,  which  was  to  promote  inter- 
national stability  by  letting  otiier  countries  observe  each  other's 


21 

military  forces.  Judging  the  merits  of  this  argument — or,  in  the  ab- 
sence of  severe  concerns  regarding  U.S.  monitoring,  counterintel- 
ligence or  security  capabilities,  the  merits  of  the  Treaty  as  a 
whole — is  not  within  the  purview  of  the  Select  Committee  on  Intel- 
Hgence. 

Given  the  low  likelihood  of  obtaining  valuable  data  from  U.S. 
overflights  of  Russia/Belarus  with  the  currently-approved  Open 
Skies  sensors,  three  courses  of  action  are  open  to  the  United 
States: 

(1)  Limit  U.S.  flights  under  Open  Skies  to  the  minimum 
level  needed  to  demonstrate  U.S.  support  for  the  Treaty; 

(2)  Make  every  effort  to  persuade  Russia  not  to  invoke  its  op- 
tion to  require  the  use  of  a  "taxi  flight"  for  U.S.  observation  of 
Russia/Belarus;  and/or 

(3)  Press  for  early  agreement  on  new  or  improved  Open 
Skies  sensors  that  would  provide  more  useful  data. 

Recommendation  No.  1:  After  the  first  1-2  years,  the  United 
States  should  not  use  its  full  active  observation  flight  quota  unless 
there  is  a  clear  likelihood  of  obtaining  significant  information 
through  those  flights.  Unless  an  environmental  sensing  package  is 
adopted  under  Open  Skies,  only  two  aircraft  should  be  used  for 
Open  Skies  flights  after  the  transitional  period. 

The  Committee  recommends  that  committees  with  jurisdiction 
over  the  defense  budget  enact  language  mandating  these  limita- 
tions on  Open  Skies  implementation  and  requiring  regular  report- 
ing on  the  cost  and  usefulness  of  Open  Skies  overflight  data. 

Recommendation  No.  2:  The  United  States  should  make  every  ef- 
fort to  use  of  U.S.  observation  aircraft  and  sensors  in  its  Open 
Skies  observation  flights. 

For  example,  since  the  U.S.  observation  aircraft  and  sensors  are 
likely  to  provide  better  coverage  during  the  transitional  period  than 
will  the  Russian  aircraft  and  sensors,  Russia/Belarus  might  agree 
to  let  U.S.  overflights  use  the  U.S.  equipment  in  return  for  some 
arrangement  that  enabled  them  to  use  the  same  U.S.  equipment  in 
overflights  of  the  United  States 

B.  FUTURE  IMPROVEMENTS  IN  OPEN  SKIES  SENSORS 

Finding:  New  or  improved  sensors  could  transform  Open  Skies 
into  a  more  valuable  information-gathering  regime  for  the  United 
States,  but  could  also  cause  security  or  legal  problems.  Open  Skies 
could  be  radically  changed  if  environmental  sensors  were  brought 
imder  the  Treaty.  This  could  be  done  by  unanimous  agreement  of 
the  Open  Skies  Consultative  Commission  without  amending  the 
Treaty.  Environmental  sensors  could  provide  valuable  data  to  sci- 
entists, disaster  and  humanitarian  reUef  of&cials,  and  polic3miakers 
of  all  the  States  Parties.  They  could  also  raise  Fourth  Amendment 
questions  if  used  in  legal  investigations  or  proceedings,  however, 
and  their  potential  security  impHcations  have  not  been  analyzed. 

Improved  optical  infrared  or  synthetic  aperture  radar  sensors 
could  raise  security  concerns,  and  perhaps  Fourth  Amendment  con- 
cerns as  well. 

Recommendation  No.  3:  The  Senate  should  add  a  condition  to  the 
resolution  of  ratification  to  the  effect  that  the  United  States  shall 
not  agree  to  Open  Skies  Consultative  Commission  approval  of  any 
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new  Open  Skies  sensor  or  of  one  with  improved  resolution  until  at 
least  thirty  days  after  notifying  interested  Committees  of  the  Sen- 
ate of  its  intention  to  do  so;  such  notification  shall  include  an  anal- 
ysis of  the  legal  and  secxirity  impUcations  of  the  proposed  change 
or  changes. 

C.  PROTECTION  OF  SENSITIVE  AND  PROPRIETARY  INFORMATION 

Finding:  Little  or  no  sensitive  defense  information  is  likely  to  be 
compromised  by  Open  Skies  flights,  beyond  that  which  the  U.S. 
Government  is  prepared  to  disclose  for  the  purpose  of  confidence- 
building.  A  measure  of  protection  can  also  be  afforded  to  propri- 
etary non-defense  information,  but  its  costs  and  benefits  have  not 
yet  been  determined. 

Current  Hmits  on  sensor  resolution,  combined  with  required 
delays  between  submission  of  a  mission  plan  and  the  beginning  of 
a  limited  observation  period,  effectively  limit  any  country's  ability 
to  gain  sensitive  information  from  overflights  of  the  United  States 
or  U.S.  faciUties  overseas.  Defense  Department  security  analysis 
and  warning  to  potentially  vulnerable  faciUties  will  permit  timely 
and  cost-effective  security  countermeasures. 

It  is  not  clear  to  what  extent  proprietary  non-defense  information 
may  be  put  at  risk  of  disclosure  through  Open  Skies  observation. 
The  Intelligence  Committee  beUeves,  however,  that  the  U.S.  Grov- 
emment  should  not  ignore  even  an  uncertain  risk  that  its  arms 
control  actions  coxild  eSfect  the  security  of  private  information.  The 
Commission  is  pleased,  therefore,  that  the  Executive  branch  has 
begun  to  develop  a  policy  regarding  the  protection  of  proprietary 
non-defense  information  and  is  taslong  the  Commerce  Department 
and  other  agencies  to  develop  cost-effective  measures  to  inform  and 
assist  non-defense  industry. 

Recommendation  No.  4:  The  Executive  branch  should  institute 
an  outreach  program  to  inform  industry  about  the  likely  impact  of 
the  Open  Skies  Treaty  and  to  offer  appropriate  assistance  in  safe- 
guarding proprietary  information  that  may  be  put  at  risk.  Such  as- 
sistance need  not  incur  major  costs  to  the  government  and  could, 
if  necessary,  be  user-funded. 

D.  PROTECTION  OF  OPEN  SKIES  DATA 

While  the  risk  of  pubHcly-disclosed  Open  Skies  imagery  or  other 
data  being  used  for  purposes  inconsistent  with  the  Treaty  is  prob- 
ably remote,  such  an  outcome  is  not  impossible.  I  would  be  prudent 
to  take  action  to  guard  against  improper  use  of  such  data.  At  the 
same  time,  however,  if  would  seem  out  of  keeping  with  the  con- 
fidence-building objectives  of  the  Open  Skies  Treaty  either  to  clas- 
sify this  information  or  to  enact  a  statute  penaHzing  its  improper 
use.  A  more  limited  and  reasonable  step  would  be  to  enact  legisla- 
tion exempting  this  information  from  the  Freedom  of  Information 
Act,  so  that  private  or  foreign  interests  cannot  force  its  pubUc  re- 
lease. 

Recommendation  No.  5:  Congress  should  consider  legislation  to 
create  a  new  b(3)  exemption  to  the  Freedom  of  Information  Act 
that  would  permit  the  Government  to  withhold  information  col- 
lected pursuant  to^the  treaty  from  pubUc  disclosure. 
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